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WORK ROLE: 04AM
WORKROLE TI TLE: Informati on Assurance O ficer

WORKROLE DESCRI PTI ON:
I nformati on Assurance O ficers ensure the confidentiality, integrity, availability, authentication, and non-repudiation
of NGA¢s information and information systens. They apply technical expertise froma variety of backgrounds to provide a
mul ti -1 ayered Defense-in-Depth approach to protection of NGA¢s critical infrastructure and production capabilities. They
monitor information systens and networks to strengthen access controls, detect unauthorized access attenpts, and ensure
conpliance wth national, 1C and Agency Automated Information System security policy and directives.

COVPETENCI ES/ KNOWL.EDGES:
Skills

Access Contro

Creative Thinking

Et hi cs

| nf or mati on Assurance

| nt erpersonal Skills

Mul ti-medi a Communi cati on
Process Anal ysis & | nprovenent
Resear ch/ I nformati on Gat hering
Security Information Mt

Synt hesi s

Know edges

Anti-virus (AVY)

Conmputer sys & netwk security
I nformation sys security (ISS)
NGA internet architecture

NGA pol icies & procedures

Peri nmeter defense (PD)
State-of-the-art conputer tech
Uilities software application

Adaptability

Cust omrer Servi ce
Exploring Alternatives

I nformati on Di ssem nation
| nvestigation & I nquiries
Oral Communi cati on

Qual ity Assurance
Resour ce Managenent

Si tuati onal Awareness
Syst em Measur enent

Communi cations Securty - COVMGEC
Comput er testing

I ntrusi on detection (IDS)

NGA m ssion, vision, etc.

NGA security plcy & prcds
Public key infrastructur (PKI)
Systemtesting principles

Vul nerability assessnment (VA)

Cour age

Engagi ng and Col | abor ati ng

I nf | uenci ng

Initiative

Lear ni ng

Organi zati onal Representation
Recor ds Managenent

Ri sk Managenent

St andar ds/ Pol i ci es Managenent
Witten Communi cation

Conp opr sys-capab & concepts
Deskt op systens

NGA i nt coor d&approval process
NGA organi zational structure
Onl i ne search techni ques
Security class and control

Tel econmmuni cati ons equi pnent

EDUCATI QN LI CENSES/ CERTI FI CATI ONS:
| nformati on Assurance Certifications in accordance with DoD Directive 8570.1

ENVI RONVENTAL/ PHYSI CAL  REQUI REMENTS:
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